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Research Purpose & Scope

Purpose

To study comparatively on characteristics of
fingerprint readers of various sensing
mechanisms

To provide a framework of evaluating the
performance of fingerprint readers
Scope

Quantitative assessment of fingerprint image
quality according to environmental as well as
human factors

Test of liveness detection using gummy finger
and silicon fingers
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Evaluation Targets
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CVailuatiorll Furposce.
Effect of influencing factors

Factor States
— Below O Winter
rgrl . § 0—10 Beginning of Spring or end of Fall
§ é g 10~20 Spring or fall
3 c 20—~30 Room Temperature
f:_% @ Above 30 Summer
Humidity 20 — 60%
5 Low Softly pressing
i é Middle Normally pressing
- ® High Strongly pressing
§ Skin Low 0 — 35%
Humidity  Middle 36 — 70%
High 71 — 100%



CvVaituatioril ivietrnoqQ.
Quality of fingerprint image

Why do we need to measure the quality of fingerprint
Image?

It affects the performance of feature extraction.

It is often utilized for failure-to-enroll or failure-to-acquire.

It indicates the performance of fingerprint readers according
to changes in user behavior and environment.

Subjective criteria of quality of fingerprint image
How distinctively ridges and valleys appear in gray levels.
How apparent ridge directions are.

How large the portion of foreground is compared to the
background.



Vieasure of Image Quality (1l

Variance of Gray levels
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Vieasure of lmage Quality (2

= Directional Contrast
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N isthe total number of blocks.
C isanormalizing constant.




Measure of Image Quahty(3

= Gabor-filtered Energy
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FONMmMadlor] Of EvaiualtlOorl.
Fingerprint database

Number of Images

Finger Pressure

np(C) | No. of

(o) BETan Optical Sscr)?]i— Tactile TnTZ{
/27 5 90 90 90 90
/32 6 108 108 108 108
/58 8 144 144 144 144
/40 4 126 126 126 126
/43 ! 126 126 126 126
tal 33 594 594 594 594

Optical sensor



Example of Visual Inspection
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INnfluence on Optical sensor
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Observation |

Environmental

Sensor Type Factors

_ Quality decreases when then
Optlcal temperature goes below zero due
to dryness of skin

Human Factors

Foreground image gets
smaller for the low pressul

Skin humidity affects most
the image quality

No change according to

emiconduct()r temperature levels as well as
humidity level

Good images not only witt
the middle pressure but al
with the high pressure

_ No change according to
Tactile temperature levels as well as
humidity level

Tactile gives better image
the low pressure than at ti
high pressure

Skin humidity affects most
the image quality

No change according to
Thermal temperature levels as well as
humidity level

Due to sweeping, therme
sensor is less affected
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FONMmadiori Of Evaiualtiorl.
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Evaluation Methods

Types of Experiment

Type Enrollment Verification
L-L Live Finger Live Finger
L-A Live Finger Artificial Finger
A-L Artificial Finger Live Finger
A-A Artificial Finger | Artificial Finger
Evaluation

Pass Rates in time-varying scenario tests
Distribution of matching scores using a lab-made

algorithm




Pass Rates of Gummy Finger
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Sensor Dl
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Observation |1

>ensor Type Gummy Finger Silicon Finger

Optical sensor detect:
skin color.

Optical

Semiconductor sensor

Pass-rate decreases as - :
uses conductivity of I

miconductor | o osces.

body.
- Tactile sensor responst
Tactile to conductive material
Pass-rate of Thermal Thermal sensor can be
Thermal sensor increases as time | SP2ofed with both silic

rubber and gummy

asses. :
P fingers.

All fingerprint readers
All accept the gummy finger

INn their verification
procedures.




Conclusion

Carried out evaluation and comparison of characteristic
of various fingerprint readers In the aspects of liveness
detection and influence of operating conditions on imag
quality.

Demonstrated experimental procedures for performanc
evaluation of fingerprint reader modules.

Experimental results can be utilized for improving or
choosing fingerprint reader modules.



